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Amendments to the claims 

This listing of claims will replace all prior versions, and 
listings, of claims in the applxcation: 



Listing of Claims; 

1. (Previously presented) a method of communicating a 

communication fragment, the communication fragment comprising a 
target group address referring to at least two receiver devices, 
the method comprising acts of: 

a sender device adding a cryptographic message integrity code 
forming a protected communication fragment to protect at least part 
of the communication fragment, wherein the cryptographic message 
integrity code is at least partly based on -the target group 
address; 

the sender device transmitting the protected communication 
fragment to at least one receiver device through use of a router 
device that is not part of a trusted group to which the sender 
device and the at least one receiver device belong; 

the router device, for the at least one receiver device 
referred to in the target group address, replacing the target group 
address with an address of the at least one receiver device forming 
a modified protected communication fragment, while maintaining the 
uitohanged cr^rptograph message integrity code, and subsequently 
foirwarding the modified protected communication fragment to the at 
least one receiver device; 

the at least one receiver device receiving the modified 
prc»tected coirmunication fragment; and 

the at least one receiver device restoring the original 
protected communication fragment by replacing the address of the at 
least one receiver device with the target group address to allow 

2 



PA6E2»'RCVD AT 3I1»2010 9:50:08 PM [Eastern Dayli9htTiine]'SVR:USPTO{FXRF-5j4' DNIS:2738300'CSID:914 332 0615' DURATION (innHSS):D1-34 



MaM6-2010 OSHIpin Pron-PHILIPS ELECTRONICS ICS 



914-332-0615 



T-658 



MAR 1 6 2010 



verification of the protected communication fragment using the 
message integrity code. 



2. (Previously presented) The method according to claim 1, 

wherein the communication fragment comprises a bit field lA to 
indicate whether indirect addressing is used- 

*H- (Previously presented) The method according to claim 

comprising an act of sharing with the sender device and the at 
least one receiver device, a common cryptographic key which is not 
shared with the router, and where the cryptographic message 
integrity code is computable and verifiable only by using the 
common cryptographic key. 



4. (Previously presented) The method according to claim 3, 
wherein the common cryptographic key is used to encrypt the message 
content . 

5. (Previously presented) The method according to claim 
wherein the act of restoring the protected communication fragment 
comprises an act of replacing the address of the at least one 
receiver device with each of a plurality of group identities that 
include the sender device to determine which of the plurality of 
group identities the message integrity code matches. 

6. (Previously presented) The method according to claim 
wherein the act of replacing the target group address comprises an 
act: of storing the target group address in the modified protected 
communication fragment, and 

wherein the act of restoring the original protected 
communication fragment comprises an act of restoring the protected 
conmiunication fragment using the stored first target address 
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reference in the modified protected communication fragment in order 
to allow verification of the message integrity code. 

7, (Previou«3ly presented) A sender device being arranged to 

transmit a communication fragment through a router device towards a 
receiver device, the communication fragment comprising a target 
group addre^js referring to at least two receiver devices, the 
sonder device comprising: 

protecting means being arranged to add a cryptographic message 
integrity code to protect at least part of the communication 
fi-agment, wherein the cryptographic message integrity code is at 
least partly based on the target group address and a cryptographic 
key; and 

transmitting means being arranged to transmit the 
communication fragment to a receiver device through a router device 
that is not able to modify the cryptographic message integrity 
code, that does not have access to the cryptographic key, and that 
is not part of a trusted group to which the sender device and the 
at least two receiver devices belong. 

8, (Previously presented) A router device being arranged to 

route a communication fragment from a sender device towards a 
receiver device, the communication fragment comprising a target 
group address referring to at least two receiver devices, the 
router device comprising: 

receiving means being arranged to receive the communication 
fragment comprising a cryptographic message integrity code that is 
at least partly based on the target group address; 

modifying means being arranged to modify the communication 
fragment, by replacing the target group address by a reference 
referring to one of the at least two receiver devices, while 
maintaining the original cryptographic message integrity code 
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Without use of a cryptographic key related to the cryptographic . 
message integrity code and without being a part of a trusted group 
to which the sender device and the at least one receiver device 
belong; and 

transmitting nteans being arranged to transmit the modified 
communication fragment to the one of the at least two receiver 
devices . 

(Previously presented) A receiver device being arranged to 

receive a mcdified communication fragment originating from a 
tj-ansmitter device through a router device, the modified 
communication fragment being derived from a communication fragment 
comprising a target group address referring to at least two 
receiver devices, the receiver device comprising: 

receiving means being arranged to receive the modified 
communication fragment sent by the transmitter device through the 
router device, wherein the router device is not part of a trusted 
group to which the transmitter device and the at least two receiver 
devices belong; 

restoring means being arranged to restore the communication 
fragment that was used to compute a cryptographic message integrity 
code included in the modified commimication fragment that is at 
least partly based on the target group address by replacing an 
address of the receiver device with the target group address; and 

verification means being arranged to verify the cryptographic 
meissage integrity code. 

10-11. (Canceled) 

12. (Previously presented) The receiver device according to 
claim 9, wherein the transmitter device and the receiver device 
share a common cryptographic key which is not shared with the 
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router, and where the cryptographic message integrity code is 
computat>le and verifiable only by using the common cryptographic 
key. 

(Previously presented) The receiver device according to 
claim 12, wherein the common cryptographic key is used to encrypt 
the message content. 

14. (Previously presented) The receiver device according to 
claim 9, wherein the receiver device is arranged to restore the 
ocimmunication fragment by replacing the address of the receiver 
device with each of a plurality of group identities that include 
the transmitter device to determine which of the plurality of group 
identities the cryptographic message integrity code matches. 
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